From Maksim Ivanenko

for IT415


Mastering W2K Server by Mark Minasi.

Chapter 7 review

This chapter is divided into 3 parts: DHCP, WINS and DNS.

Dynamic Host Control Protocol designed to automate TCP/IP configuration for professional networks. It’s roots originated from earlier protocol BootP, but it improves on it. For example: no more need to collect all MAC addresses of network nodes, it deals only with IP addresses that simplifies network setup. DHCP minimizes use of static IP addresses on a network, which only required for DHCP server, DNS server and WINS server. If necessary administrator could assign particular IP address to certain nodes by the use of Reservation feature of DHCP server.

To install DHCP service requires:

Static IP address, have available pool of addresses for assignments, W2K CD or i386 files for installing Windows Components at ADD/Remove Windows Components, authorize DHCP servers from active Directory controls in order to avoid rogue occurrences, create scope of available IP addresses from its snap-in by following New Scope Wizard, specifying IP range and excluding certain addresses from lease for administrative roles.

We could also create super-scope that contains more than one range of IP addresses and applies them to single segments by changing subnet mask for larger network. Client PC’s obtain their IP addresses and subnet mask from DHCP server only for a certain time- lease, that could be adjusted to meet networks needs from default value of 8 days. We could setup clients options at DHCP sever such as: Default Gateway, Domain Name, DNS server, WINS server; by implementing New Scope Wizard for DHCP Options Configuration. But any parameter configured on clients machine will override suggested (or default) values from DHCP server. After activating IP scope we could easily control any number of DHCP servers from central snap-in control. Each server can have several subnets that it serves, with one range of IP addresses for each subnet. 

We could setup options for all scopes of IP ranges at Server Options folder. But despite numerous parameters available to activate, author recommends don’t utilize them at this time because of client’s compatibility (most of clients does not know how to use all available options). Overall 3 Properties tabs could access Server Configuration: general, DNS and Advanced from DHCP snap-in window. By activating logging option, server creates 7 logs for each day of the week for easier record keeping. We could also enable DHCP server to automatically update client’s information in database of machines and names called Domain Name Server by selecting corresponding boxes of DNS tab. To find out how many leases given/remained, exactly who (machine name, MAC address) got leased IP addresses and until what time/day they expire we go to Monitoring function of DHCP snap-in. To obtain/change IP configuration of DHCP client we could use ipconfig /all (release, renew) commands at cmd prompt window.

Process of obtaining IP address from DHCP contains 4 steps:

1. broadcast a request 255.255.255.255 to all DHCP servers for IP address through DHCPDISCOVER message using UDP (user datagram ) protocol;

2. server responds with DHCPOFFER of IP address and its lease time proposition;
in order for client to successfully communicate with server on different subnet , router must be RFC 1542-compliant or support BootP forwarding. Easiest way to achieve this is by assigning relay agent on each subnet at any NT machine, but not at DHCP server itself.

3. Client picks best (most of times first from available in responses) IP address  and broadcast back a DHCPREQUEST to confirm the chosen IP address;

4. Server seals transaction by acknowledgement DHCPACK message and signs lease of IP address to clients machine.

When the lease is half over, the DHCP client starts to negotiate extension of lease with server that originally provided IP address. Client always checks with its server about status of IP lease whenever it reboots. If for some reason problems appeared ,there are simple commands to resolve problem: ipconfig /release; ipconfig /renew.

To accomplish some fault tolerance multi-DHCP network could be implemented - run DHCP on multiple machines and create multiple scopes that refer to the same subnet, make sure that ranges of IP addresses in scopes do not overlap at all.

Windows Internet Name Service uses Microsoft’s Net BIOS interface for PC-compatible machines. WINS server is necessary to support legacy machines that run on pre-NT Operating Systems and use their legacy application programs.

Main idea behind WINS server is name resolution for converting address into easy recognizable name association. WINS is simply Microsoft’s proprietary Net BIOS name server which eventually will be substituted by better Domain Name Service , which relies on Winsock programming interface for Internet-oriented use. In Net BIOS architecture each workstation attaches up to 16 names to itself, that could include names of group , workgroups, domains, machine, owner etc. Each different part of the MSFT network client software requires names of its own that are why more names created by attaching suffixes to reflect predefined services association.

WINS predecessor is ASCII LMHOSTS file, which consists of pairs of IP addresses and 15-character Net BIOS names, and must reside on users PC. In order to resolve lengthy and inefficient request resolutions of LMHOSTS Microsoft came up with WINS. Required  OS- NT Server or W2K Server. When PC first boots up it goes to WINS server to register its names and associated IP address for a fixed period of time – renewal interval. Server ensures unique name of machine by comparing it with all entries in its database.

Author advices to physically  separate WINS server from Domain Controller as well as to create secondary WINS server to balance heavy load  which usually occurs during simultaneous boot up of network resources  at the beginning of the business day. After installation of WINS the best way to configure its properties by snap-in console window. Active Registration folder allows manually enter legacy machines name, scope, type and IP address or simply import all data from LMHOSTS file into WINS. 4 tabs of WINS Properties window: General, Intervals, Database Verification and Advanced allow to select/adjust-desired features according to administration needs.

Since WINS server does 2 things – resolution and registration, author recommends to minimize number of WINS servers for faster, smoother and less CPU-intensive replication and coordination of WINS databases. For fault tolerance its highly recommended to make pull/push relationships between WINS servers with setup to trigger replication among them at certain time and/or after certain number of changes in database. To optimize  WINS database structure, author recommends “tomb stoning” of old records and later “scavenging“ operation on all entries. Overall, WINS cuts down on broadcasts, reduces network traffic and improves throughput.

Domain Name Server is the heart of naming services in W2K. Active Directory can not run without DNS, because it serves as the central name repository. It is best scalable name resolution system and proven to be an easiest expandable way of maintaining names in large networks over Internet.

DNS name consists of blocks separated by periods, importance of each piece in hierarchal position could be determined by left-to-right  rule of significance. Example: host computer, sub-domain or child domain,  second-level domain, top-level domain, root domain. Most popular top level domains are: .com, .org, .gov, .net.

Second-level domains can be created only by permission of the owner of parent domain. To locate root server, DNS refers to root hints file which contains the name and IP addresses of 13 root DNS servers. Name converting is divided into forward name resolution – host name into IP address and reverse name resolution – IP address to host name. DNS servers hold name resolution for zones (range of the of Internet addresses) , not domains itself. 

Snap-in window for DNS is the best way to view / adjust all objects of Domain Name Server:

Start of Authority record names the primary DNS server for the domain, provides an e-mail address for administrator and specifies how long it’s OK to cache its data. CNAME records aliases  name as an alternative name to respond for request and stands for canonical name. MX records include Mail Exchange server and specifies location of machine’s e-mail address service for domain. Pointer records created automatically whenever host records created and specifies names associated with certain address. SRV records let DNS become sort of directory of services for a domain: various numbers and types of servers enabled in domain. We can create many secondary DNS servers for a zone by linking them to primary DNS server for updates of zone files. To create new zone we could simply follow through New Zone Wizard  from DNS snap-in window. Reverse lookup zones are most commonly managed by Internet Service Provider companies. Helpful tool to diagnose DNS troubles is NSLOOKUP command. Properties attributes of  site container includes following tabs for easy updates/adjustments:

General, Start Of Authority, Name Servers, WINS, Zone Transfers.

It’s a good idea to change settings to allow dynamic  updates of DNS from default “NO”.  
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